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Abstract 

This Guide describes how to adapt your network infrastructure to proper work with redundant networks with 
PRP or HSR protocols and VLAN tagging or Protocols with Authentication without connection issues due to 
increased Bytes added for such features. 
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General information 

OMICRON electronics GmbH, including all international branch offices, is henceforth referred to as 
OMICRON. 

The product information, specifications, and technical data embodied in this Application Note represent the 
technical status at the time of writing and are subject to change without prior notice. 

We have done our best to ensure that the information given in this Application Note is useful, accurate and 
entirely reliable. However, OMICRON does not assume responsibility for any inaccuracies which may be 
present. 

OMICRON translates this Application Note from the source language English into a number of other 
languages. Any translation of this document is undertaken for local requirements, and in the event of a 
dispute between the English and a non-English version, the English version of this note shall govern. 

 

All rights, including translation, reserved. Reproduction of any kind, for example, photocopying, microfilming, 
optical character recognition, and/or storage in electronic data processing systems, requires the explicit 
consent of OMICRON. Reprinting, wholly or partly, is not permitted. 

© OMICRON 2024. All rights reserved. This Application Note is a publication of OMICRON. 
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1   Safety instructions 

This Application Note may only be used in conjunction with the relevant product manuals which contain all 
safety instructions. The user is fully responsible for any application that makes use of OMICRON products. 

Instructions are always characterized by a  symbol, even if they are included in a safety instruction. 

 

NOTICE 

 Severe injury, equipment damage or loss of data possible. 

 Carefully read and understand the content of this Application Note as well as the manuals of the 
systems involved before taking them into operation. 

 Please contact OMICRON support if you have any questions or doubts regarding the safety or 
operating instructions. 

 Follow each instruction listed in the manuals, especially the safety instructions, since this is the 
only way to avoid the danger that can occur when working on high voltage or high current 
systems. 

 Only use the equipment involved according to its intended purpose to guarantee safe operation. 
 Existing national safety standards for accident prevention and environmental protection may 

supplement the equipment’s manual. 
 Before starting a test always check that the test signals are suitable for your system under test. 
 It is important to understand test modes and simulation flags as defined by IEC 61850 and how 

to operate these for IEDs under test, before starting to test in a real-life substation.  
This topic is out of scope of this application note. 
 

 

 
 DANGER  
  

 

Death or severe injury caused by high voltage or current. 

 Before wiring up or rewiring the equipment always turn off each system 
involved to the test process. 

 

Only experienced and competent professionals that are trained for working in high voltage or high current 
environments may implement this Application Note. Additionally, the following qualifications are required: 

• Authorized to work in environments of energy generation, transmission, or distribution, and familiar 
with the approved operating practices in such environments. 

• Familiar with the five safety rules.  

• Good knowledge/proficient in working with the OMICRON CMC test sets and IEC 61850 testing 
procedures.  



 

© OMICRON 2024  Page 5 of 11 

C0 - Public 

2   Problematic and Solutions 

2.1   Problematic when working in a Digital Substation Environment 

The redundant protocols from IEC 62439 add extra size to the transmitted messages over redundant 
networks. 

PRP Protocol add a Trailer: 

 
Figure 1 - PRP RCT 

HSR Protocol add a Header (HSR Tag):  

 
Figure 2 - HSR Header 

Also, when working with VLANs we also add extra size to the packets: 

 
Figure 3 - VLAN tag 
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Maximum Transmission Unit (MTU) is a measurement in bytes of the largest data packets that an Ethernet 
connected device can accept. 

Some Ethernet Switches have by default a small port MTU setting (like 1518 Bytes) that do not cover these 
extra bytes added by VLANs or redundancy protocols and may cause communication issues or either no 
communication. Some Ethernet Adapters of computers may also have small MTU settings that would cause 
an issue when working for instance with IEDScout or Wireshark.  

For example, with the default MTU setting 1518 Bytes, the port transmits the Ethernet packets up to the 
following size: 

• 1518 bytes without VLAN tag (1514 bytes + 4 bytes CRC) 
• 1522 bytes with VLAN tag (1518 bytes + 4 bytes CRC) 

If you use a PRP redundancy protocol, you may require an MTU that is larger by 6 bytes (depends on 
specific hardware or switch model/brand). If you use the device in the transfer network with double VLAN 
tagging, you may require an MTU that is larger by 4 bytes. 

Connection issues may also happen if you add extra features to the communication, for example if you add 
Authentication to the protocols used inside the Substation that increases the size of the packet.  

Even issues writing the configuration to relays could be experienced in such situations. 

2.2   Solution for Ethernet Switches 

Just in case you are suffering connection issues: 

Increasing the general MTU Setting 
Some switches have a single MTU setting that applies for all their ports, it is recommend increasing it to at 
least 1530 Bytes to cover most of the cases. Example with Hirshmann MAR1040: 

 
Figure 4 - MTU Global Setting 
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Increasing the MTU setting per Ethernet port 
Some switches have a dedicated MTU setting separated for every specific port, it is recommend increasing it 
to at least 1530 Bytes to cover most of the cases. Be careful cause using huge MTU setting may decrease 
the network performance. Example with Hirshmann Bobcat BRS50: 

 
Figure 5 - MTU Configuration per Port 

 

Increasing the MTU setting on the DAN ports of a Redbox 
Some Redboxes have a dedicated MTU setting that applies for their redundant DAN ports (Double Attached 
Node ports), it is recommend increasing it to at least 1530 Bytes to cover most of the cases, please also 
increase the MTU settings of the SAN (single attached node) ports of the Redbox to the same Bytes value. 
Example with Hirshmann RSP35: 

 

 
Figure 6 - MTU Configuration for DAN Ports 
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2.3   Solution for Workstations or Laptops 

When configuring larger MTU settings on an Ethernet switch you may need to increase the frame size over 
the computer Ethernet adapter's setting in order to avoid communication issues for applications that use 
your laptop’s network adapter like IEDScout. It can be done enabling the Jumbo Frame feature of the 
Ethernet adapter driver.  

In computer networking, Jumbo Frames are Ethernet frames with more than 1500 bytes of payload, the limit 
set by the IEEE 802.3 standard. The payload limit for Jumbo Frames is variable: while 9000 bytes is the 
most used limit, smaller and larger limits exist. Many Gigabit Ethernet switches and Gigabit Ethernet network 
interface controllers and some Fast Ethernet switches and Fast Ethernet network interface cards can 
support jumbo frames. For our case with Digital Substations, we can also use a setting like 1530 Bytes. 

 

Example: 

 
Figure 7 - Step by Step enabling Jumbo Frame 

Sometimes the “Advanced” tab of the Ethernet driver may not be available, or the Jumbo Packet setting may 
not be available, this may happen if you have outdated Ethernet driver, so please upgrade your driver in this 
case.  

Main Ethernet Adapter manufacturers allow you to directly download their driver updates: 

https://www.intel.com/content/www/us/en/download-center/home.html  

 

https://www.intel.com/content/www/us/en/download-center/home.html


 

© OMICRON 2024  Page 9 of 11 

C0 - Public 

 
Figure 8 - Intel Ethernet driver update 

 

 
Figure 9 - Realtek Ethernet driver update 

 

Note: In case you are suffering connection issues and had to change the MTU or Jumbo Frame settings in 
the Laptops and Switches, please try to use the same MTU settings in Bytes for all network devices.  
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2.4   Solution for Relays 

Some specific relays have a setting for the MTU of their communication interfaces that may also be 
changed: 

 
Figure 10 - MTU setting for protection relay 
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Support 
When you are working with our products, we want to provide you with the greatest possible 
benefits. If you need any support, we are here to assist you. 

OMICRON Support – get in touch 
omicronenergy.com/support 

At our support hotline, you can reach well-educated technicians for all of your questions. 

Make use of our 24/7 hotlines: 

Americas: +1 713 830-4660 or +1 800-OMICRON 
Asia-Pacific: +852 3767 5500 
Europe / Middle East / Africa: +43 59495 4444 
Additionally, you can find the service center or sales partner closest to you at 
omicronenergy.com.  

OMICRON Customer Portal – stay informed 
my.omicronenergy.com 

Browse through the knowledge library and find manuals, application notes,  
conference papers, and much more. 

Download the latest software updates and learn about upcoming events. 

OMICRON Academy – learn more   
omicronenergy.com/academy 

Learn more about your product in one of the training courses offered by the  
OMICRON Academy. 

 

For more information, additional literature,  
and detailed contact information of our  
offices worldwide please visit our website. 

www.omicronenergy.com  

© OMICRON  
Subject to change without notice. 
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