
The benefit of standardizing 
substation automation  

verification

THE RULE OF TEN
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In the old days, a wiring error was 

something you could see or measure 

with a simple multimeter. Today, our 

wiring consists of Ethernet packets 

– GOOSE, Sampled Values (SV), and 

MMS – traveling through fiber-optic 

networks. When these invisible wires 

fail, the consequences can be cata-

strophic. The question facing utilities 

today isn’t just how to build these 

systems, but how to verify them effec-

tively throughout their entire lifespan.

Lifecycle phases of 
a virtual PAC system

The power industry is currently under

going a silent revolution. As we move 

away from the familiar world of hard-

wired logic and toward decentralized, 

digital architectures, the very DNA of 

our substations is changing. Driven 

by the IEC 61850 standard, modern 

substation automation systems (SAS) 

offer us unprecedented flexibility and 

data transparency. But as any engineer 

who has spent a long night in a control 

room can tell you, this shift has also 

introduced a new layer of complexity.

«The core premise of the 

Rule of Ten is simple but harsh: 

The cost of fixing a mistake 

increases by a factor of ten at 

each major hand-off point in 

the project lifecycle.»

Solving this requires us to examine 

a management concept called Total 

Quality Management (TQM), which is 

becoming the golden rule for modern 

power systems: The Rule of Ten.

How much does a mistake cost?

The Rule of Ten is a stark metric for the 

external costs and logistical conse-

quences of errors in an engineering 

project. The core premise is simple but 

harsh: The cost of fixing a mistake in-

creases by a factor of ten at each major 

hand-off point in the project lifecycle.

If we apply this to substation automa-

tion, we can see a clear trajectory of 

escalating risk.

 1
The one-dollar fix: 

specification and design

At its earliest stage, a substation only 

exists as a digital twin or a collection 

of substation configuration language 

(SCL) files. If an engineer sitting in an 

office identifies a duplicate IP address 

or a VLAN mismatch during a virtual 

consistency check, the cost to fix it is 

essentially zero. It’s merely a matter 

of correcting a field in a software tool 

before a single piece of hardware 

is even ordered.

 2
The ten-dollar fix: 

factory acceptance testing (FAT)

Once we move to the FAT stage, physi-

cal intelligent electronic devices (IEDs) 

are being energized in a laboratory. 

If that same IP conflict is discovered 

there, the fix is ten times more expen-

sive. Witness testing must be halted, 

physical devices re-configured, files 

re-loaded, and hours of functional 

testing may be re-run while clients and 

contractors are watching the clock. 
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 3
The hundred-dollar fix: 

site acceptance testing (SAT)

Now, imagine the error goes unnoticed 

until the equipment is at the substa-

tion site. This is the hundred-dollar 

fix. Finding a communication conflict 

during commissioning involves high-

cost field labor, specialized equipment 

rentals, and the immense pressure of a 

limited outage window. If a configura-

tion error delays the primary equip-

ment from being energized, utilities 

may face liquidated damages – heavy 

fines for project delays – and the stand-

by costs of an entire technical team.

 4
The thousand-dollar (and 

beyond) catastrophe: operations

This is the scenario everyone wants 

to avoid. If a logic error – like an 

inverted trip signal or a failure in time 

synchronization – persists throughout 

a substation’s lifecycle, the cost is no 

longer measured in working hours. 

«We’re proposing a shift in 

how we think about 

documentation to combat 

the Rule of Ten. Instead of 

producing a static PDF at 

the end of a project, we 

need a standardized system 

verification report (SVR).»
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It’s measured by unplanned grid 

outages, catastrophic damage to 

multi-million-dollar assets like power 

transformers, and potential safety risks 

to personnel. In this phase, the fix can 

easily cost thousands, if not millions.

Hunting for invisible errors

Why are these errors so difficult to 

spot? In an IEC 61850 environment, 

communication errors are often logical 

and invisible until they cause a system 

failure. Since IEC 61850 prioritizes the 

speed of critical protection messages, it 

bypasses the network (IP) and transport 

(TCP) layers of the open systems 

interconnection (OSI) model to deliver 

GOOSE messages directly to a MAC 

address in milliseconds. The downside 

is that if a Layer 2 error occurs, such as 

a VLAN mismatch, the message simply 

disappears. Therefore, an error message 

isn’t sent back to the sender, and it 

becomes a black hole for critical data.

Common technical pitfalls include:

	› Duplicate IP and MAC addresses: 

These cause sporadic failures 

in MMS reporting or SNTP time 

synchronization. If two streams 

share a Multicast MAC address, IEDs 

may suffer from a buffer overflow or 

high CPU load as they try to process 

irrelevant data.

	› VLAN tagging mismatches: VLANs 

segregate traffic to keep Sampled 

Values from overwhelming the 

station bus. A single incorrect 

switch port configuration can 

prevent a breaker from tripping 

during a fault by blocking critical 

protection messages.

	› SCL inconsistencies: The substation 

configuration description (SCD) file 

is the master plan. If the version in 

the IED doesn’t match the master 

file, communication will be blocked 

because the data set signatures 

don’t match.

	› Time synchronization drifts: In 

modern systems using precision time 

protocol (PTP), accuracy is measured 

in sub-microseconds. PTP is essential 

for process bus applications; a 

deviation of just a few microseconds 

can lead to incorrect differential 

protection calculations and 

catastrophic false trips.

A living system verification 

report (SVR)

We’re proposing a shift in how we 

think about documentation to combat 

the Rule of Ten. Instead of producing 

a static PDF at the end of a project, we 

need a standardized system verification 

report (SVR). This is a digital thread 

that tracks a substation’s integrity from 

conception to decommission. 

Open systems interconnection (OSI) model

Physical Layer

Datalink Layer
Defines the format of data on the network

Network Layer
Decides which physical path the data will take

Transport Layer

Session Layer

Presentation Layer

Application Layer

Transmits raw bit stream over the 
physical medium

Transmits data using transmission 
protocols including TCP and UDP

Ensures that data is in a usable format 
and is where data encryption occurs

Maintains connections and is responsible 
for controlling ports and sessions

Human-computer interaction layer, where 
applications can access the network services
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Office engineering (ROI phase)

The goal here is to ensure the SCD file’s architectural stability 

before hardware is even involved. Standardized metrics should 

include SCL schema validation (ensuring syntax correctness) and 

an automated virtual address audit that scans the entire station 

for duplicate IP and MAC addresses. 

Engineering FAT (performance phase)

In the lab, the SVR expands to include the communication 

network’s performance. We must measure the transfer time for 

GOOSE messages to ensure they meet strict requirements (often 

< 3 ms for trip signals) and document the recovery time for redun-

dancy protocols like PRP and HSR. Doing this ensures that multi-

vendor integration functions properly during simulated loads.

Commissioning SAT (physical phase)

The SVR can validate the physical layer once it’s on-site. This in-

cludes standardized logging of fiber-optic signal integrity (optical 

power levels in dBm) and confirming that the PTP grandmaster 

clock is synchronized to UTC within 1 µs. We also perform digital 

wire-checks – ensuring GOOSE messages and breaker operations 

function properly after a physical current injection.

Maintenance (golden baseline)

The SVR created during commissioning serves as the golden 

baseline for the next 20 to 30 years. Periodically comparing the 

live IED configuration with this baseline (fingerprinting), allows 

utilities to detect configuration drift. This comparison also 

becomes vital after security patches or firmware updates to ensure 

that a software fix didn’t accidentally break the protection logic.

By standardizing SVR creation across four critical phases, 

we can identify errors while they’re still one-dollar fixes.

A call to action for utilities

Transitioning to digital substations 

is inevitable, but their economic 

sustainability depends on how we 

manage complexity. To fully realize 

the benefits of a smarter grid, we 

recommend three key steps:

1.	Adopt a standardized template: 

Establish a uniform SVR format to 

use for all project phases (design, 

FAT, SAT, and maintenance).

2.	Integrate automation tools: Move 

away from manual documentation 

and toward tools capable of 

automated SCL parsing, live 

verification, and network traffic 

analysis to reduce human error.

3.	Enforce early verification: Mandate 

a preliminary verification report 

at the end of the design phase 

to pinpoint logical errors before 

hardware procurement.

Applying the principles of the Rule of 

Ten ensures that the invisible wiring 

of our modern grid is robust, resilient, 

and – most importantly – verified. 

Standardizing our reporting isn’t just a 

clerical task; it’s vital for the future of 

power reliability. 

Phase 1: 

Phase 2:

 

Phase 3:

 

Phase 4:

«Wouldn’t you rather 

discover those one-dollar 

errors today instead 

of facing a million-

dollar catastrophe 

tomorrow?»
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