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General information

OMICRON electronics GmbH including all international branch offices is henceforth referred to as
OMICRON.

The product information, specifications, and technical data embodied in this Application Note represent the
technical status at the time of writing and are subject to change without prior notice.

We have done our best to ensure that the information given in this Application Note is useful, accurate and
entirely reliable. However, OMICRON does not assume responsibility for any inaccuracies which may be
present.

OMICRON translates this Application Note from the source language English into a number of other
languages. Any translation of this document is done for local requirements, and in the event of a dispute
between the English and a non-English version, the English version of this note shall govern.

All rights including translation reserved. Reproduction of any kind, for example, photocopying, microfilming,
optical character recognition and/or storage in electronic data processing systems, requires the explicit
consent of OMICRON. Reprinting, wholly or partly, is not permitted.

© OMICRON 2017. All rights reserved. This Application Note is a publication of OMICRON.
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1 Safety instructions

This Application Note may only be used in conjunction with the relevant product manuals which contain all
safety instructions. The user is fully responsible for any application that makes use of OMICRON products.

Instructions are always characterized by a P symbol, even if they are included in a safety instruction.

Death or severe injury caused by high voltage or current if the respective
protective measures are not complied with.

» Carefully read and understand the content of this Application Note as well
as the manuals of the systems involved before taking them into operation.

» Please contact OMICRON support if you have any questions or doubts
regarding the safety or operating instructions.

» Follow each instruction listed in the manuals, especially the safety
instructions, since this is the only way to avoid the danger that can occur
when working on high voltage or high current systems.

» Only use the equipment involved according to its intended purpose to
guarantee safe operation.

» Existing national safety standards for accident prevention and
environmental protection may supplement the equipment’s manual.

Only experienced and competent professionals that are trained for working in high voltage or high current
environments may implement this Application Note. Additionally, the following qualifications are required:

» Authorized to work in environments of energy generation, transmission or distribution and familiar
with the approved operating practices in such environments.

*  Familiar with the five safety rules.
* Good knowledge of DANEO 400.

© OMICRON 2017 Page 4 of 26
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2 Introduction

This Appication Note shows how the DANEO 400 is used to verify the correct operation of a
Sampled Values publisher.

“Sampled Values” mean digitized current and voltage values from electrical power systems, coded and
transmitted over Ethernet networks according to the IEC 61850 (IEC 61850-9-2 Ed 2.0, 2011), in particular
to the “9-2LE” implementation guideline of the UCA IUG (UCA International Users Group, Implementation
Guideline for Digital Interface to Instrument Transformers Using IEC 61850-9-2), and IEC 61869-9.

References to corresponding test cases (Svpnn) from the test procedures for Sampled Values publishers
from the UCA IUG testing subcommittee (UCA International Users Group, Testing Subcommittee: Test
procedures for Sampled Values Publishers according to the "Implementation Guideline for Digital Interface
to Instrument Transformers using IEC 61850-9-2". Version 1.0., 2010) are noted where applicable.

© OMICRON 2017 Page 5 of 26
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3 Test environment

The test environment as described in UCA International Users Group, Testing Subcommittee: Test
procedures for Sampled Values Publishers according to the "Implementation Guideline for Digital Interface
to Instrument Transformers using IEC 61850-9-2". Version 1.0., 2010 is shown in Figure 1.

It consists of:
> The device under test (DUT), which publishes the SV (in this case “9-2LE”) stream.
A voltage and/or current signal source.

A SV (“9-2LE”) analyzer.
A time synchronization setup.

vV V V

9-2LE Analyzer

F 3

DUT PPS time master
9-2LE publisher

Current and/or Voltage
signal generator

F 3

Figure 1: Generic test environment according to UCA International Users Group, Testing Subcommittee: Test procedures for Sampled
Values Publishers according to the "Implementation Guideline for Digital Interface to Instrument Transformers using IEC 61850-9-2".
Version 1.0., 2010

For this application note, the generic test environment from Figure 1 is translated into an even simpler test
setup as shown in Figure 2, which consists of the following components:

> A CMC test set (in this case a CMC 256plus) with Ethernet interfaces (NET-1B or newer), which
functions as a combined SV publisher and voltage/current signal source.
> A DANEO 400, which acts as a SV analyzer.

> An OTMC 100, which acts as a PTP grandmaster clock for the time synchronization of the CMC test
set and the DANEO 400.

The DUT (typically a merging unit) is omitted, because the SVs are directly generated from the CMC test set.

The DANEO 400 forwards the PTP traffic over the TAP ports to the CMC. This has the benefit that no PTP
transparent switch is required.

The SV stream is transmitted over a direct connection from the CMC to the DANEO 400. This ensures that
the timing statistics of the measurements are not influenced by any network switch.

All screenshots in this Application Note refer to this test environment, where the devices have been
configured as outlined in the following chapters.
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OTMC 100

DANEO Control

———
4
—

DANEO 400

Ethernet link for control

Ethernet link for
time synchronization
and SV traffic

Figure 2: Test environment for this application note.

3.1 Configuring the OTMC 100

The OTMC 100 provides the accurate time for the measurements in this application note (Figure 2). Since
both the DANEO 400 and the CMC test set support PTP (according to the power profile IEEE PC37.238), no
PPS is required for this test setup. In case the DUT would require a PPS for time synchronization, the
TICRO 100 (an IEEE 1588/PTP time converter) could be used for such task.

The OTMC 100 is powered from the DANEO 400 with Power-over-Ethernet (PoE) and is configured to use
the power profile (IEEE PC37.238). For further information on how to configure the power profile in the
OTMC 100, see the user manual (OTMC 100 User Manual. OMICRON electronics GmbH, 2013).
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3.2 Configuring the CMC test set

The CMC acts as the DUT and the voltage/current signal generator in this application note. Therefore, the
CMC is set up to generate static sine signals at a nominal frequency of 50 Hz for 3 voltage and 3 current
signals. The values are listed below:

> V1:100V 20°
V2:100V 2-120°
V3:100V 2120 °
1:2A20°
12:2A2-120°
13:2A2120°

V V. V V V

Note:

The 100 V magnitude is an “even” value, which can be easily set, observed, and verified.

In real secondary systems, values such as 100V/+/3 are typically found. See also 4.3.2.

Those sine signals are generated on the analog outputs and mapped, additionally, into one SV 9-2LE
stream with a sampling rate of 4000 Hz (80 samples per cycle) with the following properties:

> Destination MAC address: 01:0C:CD:04:00:01
Source MAC address: 00:50:C2:9B:BE:ED
Application ID: 16384 (0x4000)

SV ID: OMICRON_CMC_SV1

Number of ASDU: 1

VLAN ID: 0

VLAN priority: 4

Simulation/Test: False

vV V V V V V V

The neutral values in the SV stream are calculated and are all zero (except some rounding noise) for
balanced systems. For the correct timing of the SV stream, the CMC is time synchronized over PTP by
means of the OTMC 100 (Figure 2).

Further information on how to configure the CMC 256plus can be found in the CMC reference manual (CMC
User Manual. OMICRON electronics GmbH, 2014).

© OMICRON 2017 Page 8 of 26
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Configuring the DANEO 400

DANEO 400 is used to verify the SV stream and the analog output signals from the CMC. This verification
can either be done in the DANEO Control software or in the DANEO 400 web interface. In this chapter the
configuration screens are only shown for the DANEO Control software but they are similar in the web
interface.

TAP mode

In the test setup of Figure 2, the DANEO 400 passes on the PTP time to the CMC. Therefore, you should
configure port A and B as a network TAP with 100 Mbit/s link speed (Figure 3). This feature of the

DANEO 400 makes it possible that no PTP transparent switch is required, because all traffic between port A
and B can pass unimpeded.

Since there is only data link-layer traffic on port A and B, no IP address is required on those ports.

= #® H Fie Tools Acquisition1.dac - OMICRON DANEC Control

Measurement System System Under Test Metwork Diagram Supervision Recording Observation

+ - B L L4 SesrchP | 0 . 0 .0 .0 |Q -

Add Remove Duplicate Use Assign Signal pocl

Devices iE Overview [ Connections @ Time (@ Inputs 3 Extensions Email

_ [RIER ) QAT Control traffic limit

Bandwidth . ) Mo limit WMaximum packet size . ) No limit

Network interfaces

IP assignment
A .
Disabled -

WITAP 100 Mbit/s v |

I IP assignment
" B Disabled v

Figure 3: Activated TAP mode.

Time synchronization

PTP time synchronization has to be enabled on the DANEO 400 for measuring the time characteristics of a
9-2LE publisher. Therefore, the PTP sniffer (Figure 4) is used to select the PTP source for time
synchronization. After selecting the time source DANEO 400 shows the status of the time synchronization
(Figure 5). When the clock status icon is green the synchronization is established.
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PTP Sniffer - DANEQ 1(DN171G)

4 1@20-B7-C0-FF-FE-00-0C-63 (Best master)

Power profile GM 1D 3

Power profile version 1

MAC address 20-B7-C0-00-0C-63
VLAN 1D 0

WLAN priority 4

GM identity 20-B7-CO-FF-FE-00-0C-63
GM priority 1 ]

GM priority 2 2

GM clock accuracy WITHIN_100_NS {0x21)
GM clock class PRIMARY_REF_PTP (6)
GM clock variance 18465

Qualified True

Alternate False

TLV count 2

UTC offset 37

UTC offset valid True

Leap 59 False

Other peers 1 Leap 61 False

Best master available True Time traceable True
Packet errors [i] Frqu ency traceable True
PTP time scale True

Time source GPS (0x20)

Status Port Protocol Domain
Q@ =& IEEE 802.3 0
A |EEE 802.3 0

Q IEEE 802.3

PTP source details

Delay mechanism Peer-to-Peer
Announce interval 1s
Sync interval 1s

Restart

Figure 4: PTP sniffer: The OTMC 100 is found on port A.

= W W File Tooks Acquisition1.dac - OMICRON DANEQ Control

Observation

Measurement System System Under Test Network Diagram Supervision Recording

SearchlP | 0 . 0 . 0 . O Q Q

Remove Duplicate PTP Sniffer Apply PC time Signal poal

O Time
Time source Time

[ Connections. @ Inputs =3 Extensi

¥ DANEC 1 {DHTIG)

O Internal dock p Local  2017-08-18  14:00:55
UTC  2017-08-18  12:00:55

® p1P 01
TAL  2017-08-18 120132

PTP configuration PTP details - Port A

Synchronization status

Ll

Figure 5: PTP status: Synchronization is established.
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GM clock accuracy

GM clock variance

GM priority 1

GM priority 2

IEEE C37.238 GM ID

GM time inaccuracy
Network time inaccuracy

Network port A v
Damain 0 Status Slave
. Offset from master &ns
[ Accept inaccurate GM Peer mean path delay Ons
Steps removed 1
Compensation in TAP mode Master details
Port identity 1@20:b7:c0:f:fe:00:0c:63
Cable length O M M identity 20070000063
| Calculated delay time Ons  GM clock class PRIMARY_REF_PTP (&)
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]

2

3
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3.3.3 Measurement configuration

Measured values must be mapped in the DANEO Control software for measuring magnitude and phase of
signals in the SV stream from the CMC. Therefore, go to the System Under Test view and on the toolbar,
click Find orphans (Figure 6). Once the SV stream appears in Orphans, the dialog can be closed.

4 Bl sampled Values (1)

OMICRON_CMC_sV1

Figure 6: The SV stream from the CMC is detected as orphan.

Afterwards, the SV stream appears in the Navigation pane, in the Orphans list. Select the SV stream and
click Add to IED in the toolbar or the context menu.

Click the port column in the DataSet section of the SV stream, then click Map in the toolbar. A new current
system and a new voltage system are added to the signal pool (Figure 7).

= @ H File Tools Acquisition.dac - OMICRON DANEQ Control

Observation

Measurement System System Under Test Network Diagram

Supervision

Recording

- e ‘TE - i rc;). ‘/ il
Import SCL Add IED  Remove IED  Discover IED Remaove Verification Find orphans Clear orphans Reset values Signal pool
B o
R D | [ . .o
4 Sompled Volues
4 LD MUnn | analeg
Bl L e .
Name Type Value Ports L Device
m InnATCTR1.Amp.instMag.i Integer 2000 A - ETH | OMICRON CMC SV1 %
» [ InnATCTR1Amp.g Quality Good A [l ew i
[ InnBTCTR2. Ampiinsthlag. Integer 2000 A [ ew
» [ 1nnBTCTRZ. Amp.q Quality Good N
m InnCTCTR3. Amp.instMag.i Integer 2000 A - ETH
» B InnCTCTR3.Amp.g Quality Good a [l ew
m InnNTCTR4. Amp.instMag.i Integer ] A - ETH
2 m InnNTCTR4.Amp.q Quality Good, Derived A - ETH
m UnnATVTR1.Vol.instMag.i Integer 109990 A - ETH
> m UnnATVTR1.Vol.g Quality Good A - ETH
mUnnBTVTR?_.VcI.instMag.i Integer 100920 A - &-I v

Figure 7: Mapped SV stream from the CMC received on port B in the signal pool.
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Configuration with SCL file

The configuration method shown above uses an arbitrary SV stream (in this case the one published from the
CMC), which is sniffed from the network and creates an “ad hoc” configuration based on the sniffed data.
Protocol data units are checked for “well formedness” according to the specification, but all other parameters
are accepted as found.

In a real installation, the system is engineered and corresponding SCL files, which contain the configuration
of the IEDs, are created. Such a file is either an ICD file for a single IED (in this case a merging unit) or a
SCD file for the whole substation that contains the data for all configured IEDs. These SCL files can be used
to configure the OMICRON tools. Primarily, such a file can be used in the Sampled Values Configuration
module of the OMICRON Test Universe software to set up the CMC to publish Sampled Values exactly with
the parameters specified in the SCL file. Secondly, the same file can be loaded into the System under Test
in the DANEO Control software. The preparation and mapping can be done even offline, only based on the
information from the SCL file.

Verification of configuration

When the System Verification is then started, the detected SV streams on the network are first compared
against the loaded definitions from the SCL file.

> If everything is correctly set up and all parameters match, a green "OK" icon is displayed.

> If some parameters do not match, a warning icon is displayed and the differences are shown in detail
for debugging the problem (Figure 8).

By using this method, based on the information from the SCL files, the correct configuration of the SV
stream is verified.

= ® H Fle Took Acquisition1.dac - OMICRON DANEQ Control

Measurement System System Under Test Network Diagram Supervision Observation

" B B g - H @ « - J A

Import SCL - Add IEC  Remowe IEC  Discover IED Remaove Verification Find orphans Clear orphans Override  Reset values Signal pool

Recording

H IEDx Defined Found
IED properties H
“ Sl ke o T Y
4 LD MUnn : e S iy as IEDxMUnn/LLNO$SVEMSVCBxx Control block reference IEDxMUnn/LLNO$SVEMSVCBxx
B I | Dctination MAC address  01-0C-CD-04-00-01 Destination MAC address  01-0C-CD-04-00-01
Application 1D 16284 (0x4000) App|icaﬁon§) ¥, 16385 (0x4001)
SYID OMICRON_CMC_SV1 SV ID OMICRON_CMC_SV1
Sample rate 4000 Sample rate 4000
Sample mode Samples per second Sample mode Samples per second
no&SDU 1 || noASDU 1
DataSet reference |IEDxMUnn/LLNO$PhshMeas DataSet reference IEDxMUnn/LLNO$PhsMeas
VLAN ID 0 VLAN ID 0
VLAN priority 4 VLAN priority L
Configuration revision 1 Configuration revision 1
Source MAC address Source MAC address 20-B7-C0-00-3E-4D
Simulation/Test False Simulation/Test False
Synchronization status Synchronization status Globally synchronized (2)
Number of DataSet entries 16 Number of DataSet entries 16

Figure 8: Example of a verification difference (application ID and VLAN priority mismatch).
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Testing

General

With the following three DANEO 400 features most tests defined in (UCA International Users Group,
Testing Subcommittee: Test procedures for Sampled Values Publishers according to the "Implementation
Guideline for Digital Interface to Instrument Transformers using IEC 61850-9-2". Version 1.0., 2010) can be
covered with minimal effort:

> Observation
> Measurement
> Recording

The use of these features is extensively described in this chapter. Each use description contains a reference
to the corresponding test IDs in (UCA International Users Group, Testing Subcommittee: Test procedures for
Sampled Values Publishers according to the "Implementation Guideline for Digital Interface to Instrument
Transformers using IEC 61850-9-2". Version 1.0., 2010).

Protocol support

The DANEO 400 is able to capture and analyze SV streams with the following properties:

Ethertype: 0x88BA
Number of ASDUs: between 1 and 8
Sampling rate: between 600 and 15360 Hz

Dataset: PhsMeas1 specified by 9-2LE (8 channels with 8 quality fields). However, more channels are
allowed, but cannot be mapped as signals in the signal pool at the moment.

VvV V V V

DANEO 400 is able to subscribe to streams with an arbitrary combination of those properties and not just the
ones defined by the implementation guideline (UCA International Users Group, Implementation Guideline for
Digital Interface to Instrument Transformers Using IEC 61850-9-2). Consequently, the DANEO 400 can
handle SV variants according to the upcoming standard IEC 61869-9 (IEC 61869-9 Ed. 1.0, 2014).

Accuracy

The DANEO 400 is able to time stamp every received Ethernet packet in hardware with a time stamping
resolution of 10 ns. The time stamping on all three Ethernet ports within one DANEO 400 refers to a
common clock, so calculating relative timings from time stamps recorded within one DANEO 400 works
perfectly without synchronizing to an external clock.

For absolute time measurements, the DANEO 400 can be synchronized over PTP with a precision better
than 500 ns.

© OMICRON 2017 Page 13 of 26
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The live observation is possible in the DANEO Control software and in the DANEO 400 web interface. By
using the live observation, most of the SV stream characteristics can be verified immediately.

4.2.1 Observation in the DANEO Control software

Go to the System Under Test view and select the previously configured SV stream in the Navigation pane.
Then, expand the Statistics table to show the SV observation details (Figure 9).

& H Fie Tools

nnn

Measurement System System Under Test

- B B "B

Import SCL Add IED  Remowe [ED Discover IED

B ieox

IED properties

- i

Remove

4 Sampled Values
4 LD MUnn
SV OMICROM_CMC_SV1

Control block reference
Destination MAC address
Application ID

SVID

Sample rate

Sample mode

noASDU

DataSet reference

VLAN ID

VLAN priority

Configuration revisicn

Acquisition.dac - OMICRON DANEC Control

MNetwork Diagram

SV IEDxMUNN/LLNOSSVEMSVCBa A

N @ _ g x

Supervision Recording Observation
F nnn
Vlerification Find orphans Clear crphans Reset values Signal pool

IEDxMUnn/LLNO$SVEMSVCBacx
01-0C-CD-04-00-01

16384 (0x4000)
OMICRON_CMC_SV1

4000

Samples per second

1
IEDxMUnn/LLNO$PhsMeas
0

4

1

Source MAC address
Simulation/Test
Synchronization status
Mumber of DataSet entries

20-B7-C0-00-3E-4D

False

Globally synchronized (2)
16

A B ETH

Receive time 2017-08-18 14:48:20.436
Samples seen 526001
Samples missed 0
Sampling rate 4,000 kHz
Last packet smpCnt=0 2017-08-18 14:48:20.000
Clock dnift {current) -70,02 ps
Clock drift (since start) -50,69 ps
Timed out False
Timed out count 0
Packet interval:

Minimum 106,60 ps

Maximum 392,96 us

Average 250,00 ps
Packet delay:

Minimum 3442 ps

Maximum 219,70 ps

Average 9578 ps

Figure 9: The stream from the CMC is observed on port B (DANEO Control software).
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4.2.2 Observation in DANEO 400 web interface

Go to Observation > Sampled Values page and click Start. A list of sniffed SV streams from all network
ports appears in Sniffed Sampled Values. By selecting a sniffed SV stream, the observed stream details
appear in Observed SV details (Figure 10).

Note that during observation new streams do not appear in Sniffed Sampled Values (the sniffing is
paused).

= DANEO 400 » & DANEO1-DJ1716G OMICRON 99
Home start | [l Stop
Network
Sniffed Sampled Values (Paused) 4 Observed SV details
Observation Q. | pestination MAC address 01:0C:CD:04:00:01
GOOSE Source MAC address 20:BT:C0:00:3E:4D
Sampled Values Application ID 16384 (0x4000)
Publishing SVID OMICROMN_CMC_SV1
Number of ASDU 1
Acquisition
VLANID 0
Recordings VLAN priority 4
Configuration revision 1
Time s
PTP Sniffer Simulation/Test False
Synchronization status Synchronized (2}

System

4 Statistics

Received time 2017-08-18 14:43:56.887388
Samples seen 5699399
samples missed 0
Sampling rate 4000 Hz
Last zero packet time 2017-08-18 14:43:56.000094
Clock drift (current) -40376 ns
Clock drift (since start) -8352 ns
Timed out False
Timeout count 0

Packet interval

Minimum 106680 ns

Maximum 380028 ns

Average 250000 ns
Packet delay

Minimum 34920 ns

Maximum 222288 ns

Average 85500 ns

Figure 10: The stream from the CMC is observed on port B (DANEO 400 web interface).
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4.2.3 Verification of the delay time (Svp1)

The delay time is the period between the theoretical time instant of sampling the analog value from the
primary process until the Ethernet packet (contains the corresponding sampled value) is published from the
DUT.

DANEO 400 measures the packet delay for every received SV frame to calculate the packet delay statistics
(minimum, maximum, average). This can be used to verify that the delay time is within the limit of 3 ms. Note
that this only works if the SV publisher is synchronized to the same time source as the DANEO 400.

Packet delay

Minimum 34512 ns
Maximum 227056 ns
Average 98435 ns

Figure 11: Packet delay statistics of the CMC.

In Figure 11, the measurement was running for about one minute. It shows the maximum measured delay of
the CMC, which was ~ 230 us, frankly within the allowed tolerance of 3 ms. Since the DANEO 400 is taking
every received frame into account (not just the frame with smpCnt = 0), meaningful statistics are already
available after a few seconds. This is possible because DANEO 400 calculates the expected packet arrival
time for each packet based on sampling rate and sample counter.

4.2.4 \Verification of the packet interval (Svp8, Svp9)

The packet interval is the time between two Ethernet packets of a SV stream.

The DANEO 400 uses the time of the arrival of two SV packets to calculate the packet interval statistics
(minimum, maximum, average). This information can be used to diagnose if the SV publisher is sending the
packets with the correct frequency. The correct packet frequency depends on the number of ASDU and the
sampling rate (sampling rate / noASDU).

Packet interval

Minimum 104920 ns
Maximum 390240 ns
Average 250000 ns

Figure 12: Packet interval statistics of the CMC.

In Figure 12, the average interval between two consecutive packets after measuring for about one minute
was 250 pys. This value arose due to the fact the CMC was using one ASDU and a sampling rate of 4000 Hz.
Note that the DANEO 400 is taking every received SV packet into account, so meaningful statistics are
already available after a few seconds.
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Packet format on link layer (Svp3, Svp6)

The sampled values frame parser of the DANEO 400 is parsing according to the 9-2LE implementation
guideline (UCA International Users Group, Implementation Guideline for Digital Interface to Instrument
Transformers Using IEC 61850-9-2). Any parsing error due to an invalid packet layout is shown in the live
statistics with a special error flag.

Possible errors that can be detected:

> Unexpected fields are encountered (e.g. refresh time and sample rate should not be there).
> Missing fields are detected (e.g. application ID is missing, reserved 1 or 2 is missing...).
> Data set has less than 4 currents / 4 voltages with the corresponding quality fields.

> Encoding errors (e.g. invalid tags or lengths).

> Invalid values (e.g. number of ASDU is less than 1 or greater than 8).

Stream information (Svp4, Svp5, Svp14, Svp16)

If the parsing of frames is successful, all properties appear as parsed from the SV stream.

4 Observed SV details

Destination MAC address 01:0C:CD:04:00:01
Source MAC address 20:BT:C0:00:3E:4D
Application ID 16384 (0x4000)
SVID OMICRON_CMC_5V1
Number of ASDU 1
VLAN ID 0
VLAN priority 4
configuration revision 1
Simulation/Test False
synchronization status Synchronized (2)

Figure 13: Observed SV application layer properties.

This can be used to verify that the observed application layer values are identical to the published ones. In
this example, the observed values using DANEO 400 are identical to the ones published by the CMC (see
chapter 3.2).

Note that the simulation flag and the synchronization status are updated whenever they change on the wire.
The verification of the correct values of the 9-2LE publisher can be done easily this way:

> Synchronization status: e.g. by disconnecting the PTP master or by forcing a value with the CMC.
> Simulation/test flag: e.g. by changing it on the CMC.

Furthermore, the DANEO 400 also accepts SV streams without a VLAN tag. In this case, VLAN ID and
VLAN priority fields are not shown.
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4.2.7 Sample sequence and timing (Svp8, Svp9, Svp10)

The DANEO 400 evaluates the smpCnt field of every received packet for its statistics (Figure 14). This helps
you verifying that the SV publisher is correctly incrementing and resetting the smpCnt.

Received time 2017-08-18 15:00:54.191584
Samples seen 1702000
Samples missed 0
sampling rate I«\\s 4000 Hz
Last zero packet time 2017-08-18 15:00:54.000094
Clock drift (current) -35488 ns
Clock drift (since start) -34176 ns
Timed out False
Timeout count 0

Figure 14: Sample sequence and timing statistics.

You can find out the following problems by easily checking the statistics:

> The detected sampling rate does not match the configured sampling rate at the publisher:
The DANEO 400 detects the sampling rate by observing the reset to zero (e.g., last seen 3999, new
seen 0, hence the sampling rate is 4000). If this number is not correct, packets are either missing or
the publisher does not reset the count.

> “Samples missed” is not 0:
The DANEO 400 counts the minimum number of missing ASDUs. The DANEO 400 will recognize if
the smpCnt is not incremented correctly at each received ASDU. This could either happen if SV
packets are dropped somewhere in the network or the SV publisher does not behave correctly.

> The fraction of seconds’ part of “Last zero packet time” is not close to O:
The DANEO 400 is showing the time stamp of the last received SV packet with smpCnt = 0.
According to 4.2.3, the value has to be lesser than 3 ms. This allows to verify that the SV publisher
sends this frame at the beginning of each new second. Note that this value is only meaningful if the
SV publisher and the DANEO 400 are synchronized to the same time source.

> “Samples seen” is not incremented, “Timed out” is true, “Timeout count” is not zero:
The DANEO 400 continuously observes the presence of the SV stream and counts the received
packets. If the SV publisher stops sending SV packets, the counter does not increment any more.
Also the “Timed out” field would then be true. Since the Ul is only refreshed every second, short
timeouts would not be visible. Therefore, an additional value “Timeout count” is calculated, which
indicates how often the SV stream has been interrupted for more than 3 ms (which is equal to the
maximum permitted time delay of an SV packet).

> “Clock drift (current)” and “Clock drift (since start)” are not close to 0:
The DANEO 400 evaluates if its clock and the one of the SV publisher are synchronous or drifting
away from each other. This evaluations is done by calculating the time duration between the last two
received samples with smpCnt = 0, which should be exactly one second. Any deviation from the
expected interval of one second is shown as “Clock drift (current)”. This field indicates how much the
clock of the DUT deviated in the past second, whereas the “Clock drift (since start)” is the
accumulated clock drift since starting the observation. In case the “Clock drift (since start)” field does
not remain close to 0 (and is therefore constantly increasing), the SV publisher is either not
synchronized to the same time source as the DANEO 400 or the SV publisher has a timing issue.
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4.3.1

Measurement
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The DANEO 400 is a hybrid measurement system, capable of measuring analog input signals from physical
inputs and digital inputs (SV streams) simultaneously. With this feature it is possible to verify if the SV
stream generated by the DUT matches with the physical analog values and if the voltage/current scaling

parameters are applied correctly.

Comparing measurements (Svp11, Svp12, Svp13)

Go to the Observation view in the DANEO Control software. For each phase system, drag the Phasors and

Instantaneous Values from the Signal pool to observation sheets.

The live values of the physical voltages / currents generated by the CMC (see chapter 3.2 for the configured
phasor values) appear in V analog and | analog system. The measured values from the SV stream are
shown in V OMICRON_CMC_SV1 and | OMICRON_CMC_SV1 system. In this example, they contain the
same values as the physical signals, so the 9-2LE stream contains the correctly scaled values.
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Figure 15: Measured phasors of physical and virtual analog signals generated by the CMC.
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Figure 16: Measured instantaneous Values of physical and virtual analog signals generated by the CMC.

4.3.2 Use of primary and secondary values

By definition, values conveyed by Sampled Values are primary values. For example, when merging units
with non-conventional sensors, there are no secondary values accessible at all. Then, of course, ratios and
scaling factors need to be considered.

The ratios for the signal generation in the CMC are located in the device settings of the test object in the
OMICRON Test Universe software. These ratios also determine the scaling of the Sampled Values. The test
modules also support the direct use of primary values in the user interface. By using this feature, the settings
in the test modules correspond to the generated Sampled Values.

The concept of DANEO 400 is also to use primary values. This is also for the general case, where
secondary values do not exist, which can be increasingly expected with Sampled Values applications. The
corresponding scaling factors need to be calculated according to the instructions in the user manual
(DANEO 400 User Manual. OMICRON electronics GmbH, 2014) and set in the Inputs configuration of the
DANEO Control software.
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4.4 Recording

4.41 Recording in the DANEO Control software

The SV traffic can be recorded in PCAP format for an Ethernet packet-level analysis. Therefore, go to
Recording and click Traffic. From Network ports, select the appropriate Ethernet port (here the traffic from
the CMC is received on port B), and on the toolbar, click Record.
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Figure 17: Recording the SV traffic of the CMC on port B.

Since there are thousands of packets published per second, a large number of packets is captured in a short
time. Clicking Stop quickly after starting the recording captures enough packets for most evaluations. The
software offers you to open the finished recording in the analysis. If you accept, the Analysis window
appears (Figure 18).
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4.4.2 PCAP export
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The analysis, when opened directly after the recording has finished, is automatically added to
Selected recordings, where its details appear (Figure 18). This recording lasted for about 5 seconds with a
total size of 3 MB. It contains the complete captured SV traffic of the CMC from port B.
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Figure 18: The Analysis shows SV recording details.

Now click Collect to download the data from the DANEO 400, then click Export. A new dialog appears to
select the data to export (Figure 19).
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Figure 19: Export dialog where the PCAP export is selected for port B, which should be directly opened in Wireshark.
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4.4.3 Analysis in Wireshark (Svp3, Svp4, Svp5, Svp8, Svp9, Svp10, Svp14, Svp15, Svp16)

Figure 20 shows the time synchronized PCAP recording of DANEO 400 in Wireshark. In this example, a
packet with smpCnt = 0 has been selected where the time was 15:22:39.000041904. This result shows that
the CMC test set is time synchronized to the same PTP clock as DANEO 400, because the frame with
smpCnt = 0 was seen ~ 42 us after the top of the second.
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Figure 20: Sampled Values stream from the CMC captured with the DANEO 400 in Wireshark.
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Support

When you are working with our products we want to provide you with the greatest possible
benefits. If you need any support, we are here to assist you.

2 24/7 Technical Support — Get Support

www.omicronenergy.com/en/support

At our technical support hotline, you can reach competent, well-educated technicians for all
of your questions. Around the clock and free of charge.

Make use of our 24/7 international technical support hotline:

Europe / Middle East / Africa +43 59495 4444
Americas +1 713 830-4660 +1 800-OMICRON
Asia-Pacific +852 3767 5500

Additionally, on our website you can find our Service Center or Sales Partner closest
to you.

Customer Portal — Stay Informed

www.omicronenergy.com/en/support/customer

The Customer Portal on our website is an international knowledge exchange platform.
Download the latest software updates for all our products and share your own experiences
in our user forum.

Browse through the knowledge library and find application notes, conference papers,
articles about daily working experiences, user manuals and much more.

@ OMICRON Academy — Learn More

www.omicronenergy.com/en/support/training

Learn more about your product in one of the training courses offered by the OMICRON
Academy.

For more information, additional literature, and
detailed contact information of our
offices worldwide please visit our website.
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